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PC-A — SW1 SW2 — PC-B two links, no STP:

. PC-A sends a broadcast (ARP)

. SW1 floods it out BOTH links to SW2

. SW2 floods each copy out the OTHER link back to SW1

. SW1 floods again.. forever. no TTL at layer 2.

-> broadcast storm: 100% CPU, links saturated

-> MAC table instability: PC-A's MAC flips between two ports every microsecond
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BID (bridge ID) = priority (default 32768) + MAC address -> LOWEST wins

1. ROOT BRIDGE the switch with the lowest BID. all priorities equal? lowest MAC.
(exam 2023)

2. ROOT PORT on every OTHER switch: the one port with the cheapest path to root

cost: 10 Gbps=2 - 1 Gbps=4 - 100 Mbps=19 - 10 Mbps=100
3. DESIGNATED PORT on every segment: the one port closest to root (root's ports are all
DP)
4. BLOCKED everything else. receives BPDUs, sends nothing

BPDU: the hello (every 2 s) that carries the root's BID and the path cost

I'N INXY [root -5 .NtN 1702 7'NN [blocked | — [designated] — [root port] — [root ]|
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STP

SW1 32768 / 0001.0001.0001

0003 .0003.0003

SW1 (1G6) SW2
\ /
(1G) (1G)
\ /
SW3
root = SW1 (lowest MAC, all priorities equal)
SW2 RP = port to SW1 (cost 4) SW3 RP =

SW2-SW3 segment: DP
SW1's ports: all DP

= SW2's port (SW2 has lower BID)

SW2 32768 / 0002.0002.0002

port to SW1 (cost 4)
- SW3's port =

BLOCKED

SW3 32768 /

[root -1 |15 11'Rw YOPNN HY NI N12aN [BID -0 DY ANNN YW 782 :DIONN 01I9N

n'w nDI — D"INTI LAIDN '2¥D .4

((RSTP)) 802.1W MiIp nn Int ('sTp)) 802.1D
TN19 X9 ,N%1W N5 [BPDU| 92PN (max age]) 2w 20
[MAC] TnI9 X9 [BPDU] 92pn/naIv w15

1'2VN NI [MAC] TNID w15
(2026 N1'N2 NINW) DN 112YN —
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2-1-2 NID1ONN :(802.1W) /[DHCP -9 NDNN' 2WNN 291 — [STP -2 [forwarding | TV NI 50-30

DOIN [VLAN 18] — [VLAN] 929 T1D1 YV :((Cisco]) [PVST/Rapid PVST|.WNIN |JIN [alternate port) NINW

JI'R — 2 D0IN SN
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SW1(config)# spanning-tree vlan 1 root primary <- priority 24576 (or 4096 below
current root) exam 2023

SW2(config)# spanning-tree vlan 1 root secondary <- priority 28672

SW1(config)# spanning-tree vlan 1 priority 4096 <- manual (multiples of 4096)

SW1(config)# spanning-tree mode rapid-pvst

I access ports (PCs) — skip listening/learning, and shut if a switch shows up
SW1(config)# interface range fa0/1-24

SW1(config-if-range)# spanning-tree portfast exam 2026
SW1(config-if-range)# spanning-tree bpduguard enable

I or globally: spanning-tree portfast default - spanning-tree portfast bpduguard default

I port toward a foreign switch — it may never become root port
SW1(config-if)# spanning-tree guard root

SW1# show spanning-tree

VLANQOO1
Root ID Priority 24577 Address 0001.0001.0001 This bridge is the root
Bridge ID Priority 24577 (priority 24576 sys-id-ext 1)

Interface Role Sts Cost Prio.Nbr Type

Gie/1 Desg FWD 4 128.25 P2p

Gie/2 Desg FWD 4 128.26 P2p

.2wnn 01D 92 Yy [bpduguard | + [portfast].09IN NJIN) DY |W' ANNY 199

.D2YY NOW D'ANN |19

DY 100D P .N1INTNRDID = [trunk] DV [portfast |- 29 IDW A
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-2 0'9190N W [SW4] .(4) [SW2]-2 OIDN — [SW3].((cost 4)) [SW2]-2 LIDN — [SW1] root ports].2
,OF... [SW3]— N9 ?(0A < ...OF...) [SW1]:)IN1[sender BID] — IP'M — ((SW3] T IN [SWL1]0T) [cost 8]
[SWL] 15 = plYj - 71N - 0A...

-2 [SW4 HSW3] - ((root -2 21NP) [SW1 -2 [SW4 H SW1] - [SW2] 9w D'0NIDN IO [designated] .3
(SWa) 5w 8 21N [cost 4))

[SW37|11'29 [SWa ] 5w ONIDN [blocked | .4

— 32768 > [priority 24576] — [primary|[spanning-tree vlan 1 root|#( config])[SW1]:NTIPON .5

WTNN 2WNNN YV
.[root][This bridge is the| — [SW1]-2[show spanning-tree]|:NIN'R .6

pNn J2'¥Y K9W ANNN PIT2 — NIY [priority ]-NWD NJIN) = - N2AWN
(13 + 12 2023 N1'N2)

NN'D2 D'PTI2 DNNY 199 729 NND — n'y'an

?root | 'N [.priority 32768]-N 7.1
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71702 802.1D 28N NWNN .6

?NINWN NN — [RSTP .7

?NWIY NN — [bpduguard] .8

?NWIY NN — [root guard].9
?[Mbps] 100 ?(Gbps | 1 DWW [cost].10
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165 TINY - PortFast and BPDU Guard — SRWE 5.3.4 «
150 TINY - Elect the Root Bridge .1 — SRWE 5.2.2 -
142 TINY - Layer 2 Loops — SRWE 5.1.5 -
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